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JVHL now provides secure file transfers over the Internet using SFTP/SSH version 2.
This service is offered for those facilities that wish to utilize a scripted file transfer
protocol. The SFTP/SSH service supports many commercially available clients and
freeware clients. The site is part of a secure network connected to the backbone of the
Internet, lending itself to a high level of availability and a sufficient amount of bandwidth
for multiple file transfers at any given time.

Provided Services

JVHL will provide the following services via the SFTP/SSH site:
Submit encounter/claims data

Retrieve front-end processing reports (Approved Lines Report, Rejected Lines
Report)

Retrieve payer remittance reports

Submit HEDIS result data

Retrieve HEDIS requests
A registration form will be sent and completed by the account requesting any of the
above services. It will indicate which services are to be provided for that account. Any
account requesting both HEDIS and claims servicing, will receive two unique account

logons to avoid confusion and limit the possibility of error Claims data is processed every
business day. Claim reports are available for retrieval every Friday.

Account Procurement

JVHL members interested in obtaining an account will need to complete the registration
form and return it to the proper approval authority indicated on the form. An additional
requirement is for a copy of the Business Associate Agreement to be on file with JVHL
to ensure compliance with current HIPAA Privacy and Security standards. If a JVHL
member wishes to use a test account in order to evaluate the site, please call one of the
contacts listed at the end of this document.
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HIPAA

Great emphasis is placed on providing a system that is not only usable, but also is
compliant with HIPAA Security and Privacy standards. Accounts are not established
until authorized individuals sign the proper Business Associates Agreement and
JVHLWeb Authorization Request Form and return it to the appropriate JVHL contact.
All traffic in and out of the SFTP/SSH site is encrypted.

JVHL member authentication is verified through a unique ID and password, along with
the member’s public SSH key. The public SSH key will need to be generated by the
JVHL member and sent prior to account creation. In order for a successful login to take
place, the JVHL member will need the username, password, and the SSH key pair (of
which the public key sent is part of). JVHL members cannot see other members’ files,
either in the upload or download directories. If any JVHL member believes their
password or public key has been compromised, they should contact JVHL immediately
so new credentials can be generated.

File Naming Convention

A file naming convention is not necessary with the SFTP/SSH site. All files are
automatically renamed upon receipt. All files being sent or received are logged. Those
being received are logged with the original name and the name generated upon receipt for
tracking purposes. JVHL does request that files not be zipped before being sent. Certain
file extensions will not be accepted. Attempts to send files with these extensions will
result in upload failures. Examples are: *.exe, *.msi, *.bat, *.mp3, etc. If you are
sending a file that is being denied, then the extension is probably not accepted. Please
contact JVHL for verification of the extension you are using.

File Back up

It is recommended to make a copy of transferred file(s) immediately upon receipt for
back up purposes at your site.

It is the responsibility of the “owner” of a file to retain back up files for a reasonable
length of time, until the destination party has the file verified and backed up at their site.
In the event the destination party does not receive the file in its entirety, or the file is
destroyed prior to complete back up, the file may be requested for transfer again.

For example: JVHL will retain back up on files going from JVHL to outside users. The
outside users will retain back up on files coming into JVHL.
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Hardware/Software Requirements

In order to successfully complete a SSH connection, the JVHL member will need to have
a computer with a SSH client that supports the following:

SFTP/SSH version 2 (version 1 is not acceptable)
A valid username and password (assigned by JVHL)
A valid SSH key pair (generated by the JVHL member using the client or other)

Below is a list of clients tested by JVHL:

CuteFTP Professional www.globalscape.com
WS_FTP Professional 2006 Www.ipswitch.com
Putty (pscp or psftp using puttygen to create SSH keys) www.openssh.com/windows.html

These clients were tested because of their popularity and ease of use. Putty is the only
freeware option tested and some guidance will be given below. The commercial clients
have good documentation in the help files for creating a session, generating keys, and
exporting keys. Search for SSH or SFTP in the help files. Many, many clients are
available and can certainly work as long as they satisfy above criteria. Some clients
provide for the ability to encrypt just the authentication, just the data transfers, or both.
PLEASE ensure all traffic is encrypted (commercial clients generally do this by default).
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Putty:
Download the following:

pscp.exe
psftp.exe
puttygen.exe
putty.exe

Puttygen.exe is used to create a SSH key pair. Execute the application and select SSH2
DSA with a 1024 bit key , then select “Generate” to create a key. Move your mouse as
instructed during the generation. Enter a “passphrase” for the key and then save the
public and private key (make sure the private key and “passphrase” are kept in a safe
place). Send the public key to JVHL.

=,

E PuTTY Key Generator

File kKey Conversions Help

=T
Public key for pasting into DpenS5H authonzed_keys file:

zzh-dzz -
AAAARAN zaC1 ke3kdad A CAZ Tl vS bre9aty zilwrwpbNRGHICR fck LGH alyCPrmdc0l

gf Avgh sQ0 aBhow™ Ak BI5CoE W B peH YO hE3E1 25 A0BH 36031 7D Ti0/a33GVE B
¥'bdv qoBtdaCel B gFE «I5T MMEZRIPM=GIFml) FhoehpSpy Ok PP2w/SI G B+ H gBdh,
AthSAL ot 35 L2 mbd o aE hal cE3fdtbb gtk pToew ok 1 /BB arTWE 7atz2E sk h2 [ w

k.2 fingerprint: geh-deg 1023 03:13:11:92:32:1 2: 45 aa 4d:03: 35:00:04: 22:29: 6d
k.ey comment: dza-key-20050722
K.ey pazzphraze:; YT IITIIIIIIIIIILY

Confirm paszphrase;  esssssssssssssssss

Actions

[aenerate a public/private key pair I Generate

|
Load an exizting private key file [ Load ]
|

Save the generated key Save public key ] [ Save private key

Parameters

Type of ke to generate:
(O 55H1 [R54) (O 55HZ BSA (&) 55H2 D54

Murnber of bitz in a generated kew: 1024
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Putty.exe can be used to add connections. Below | have added the session PLMSSH.

ﬁ PuTTY Configuration

Categony:
=I- Sezsion
Logaing
—=|- Terminal
K.evboard
Bell
Features
= Wfindow
Appearance
B ehaviour
Tranzlation
Selection
Colours
—|- Connection
Priowy
Telnet
Rlagin
—I- 55H
Atk
Tunnels
Bugs

B asic options for pour PuT T session

Specify your connection by host name or IF address

Hoszt Mame [or IP addresz] Port
vy, plrweb, org 22
Frotocal;

) Raw () Telmet (O Rlogin - (%) 55H

Load, zave ar delete a stored zesszion

Saved Sessions
PLMS5SH

Default Settings
M ewH ozt

PLMS5H

Cloze window an exik:
i Alway: () Mever (5 Only on clean exit

[ Open ] [ Cancel
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Now set the SSH settings.

ﬁ PuTTY Confizuration

Cateqany:
= Sezzion
Logging
Terminal
K.evboard
Eell
Features
Window
Appearance
B ehavwiour
Tranzlation
Selection
Colours
Connection
Prioey
Telnet
Rlagin
—- 55H
Auth
Tunnels
Bugz

Dptionz contralling S5H connections

[rata to zend to the server

Bemote command:

Pratocol options

[ ]Don't allocate a preuda-terminal
[ ] Enable compression

Freferred S5H protocol version:

Otonly  O1 OF

E nereption options

Encruption cipher zelection palicy:

AES [S5H 2 anly]
Blowfizh
3DES =

- warn below here -
Ee

[ ] Enable legacy uze of single-DES in 55H 2

Open ] [ Cancel
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Now select the key you generated (test.ppk is the key file | created and saved).

ﬁ PuTTY Confizuration
Cateqany:
= Sezsion Cptions controlling SSH authentication
T L.l:lglglng Authentication methods
E'?Z:bnar . [ Attempt TIS or CryptaCard auth (S5H1]
Eell Attempt “'keyboard-interactive” auth [SSHZ]
wi Zeatures Authentication parameters
=y indow [ ] &llow agent forwarding
Appearance
Behaviour [ ] &llowe atternpted changes of usemame in S5H2
Translation Private key file for authentication:
Selection C:h\puttyhtest ppl
Colours
= Connection
Prosy
Telnet
Rlagin
—- 55H
Auth
Tunnels
Bugs
T

Close the putty.exe application. Use the pscp.exe or psftp.exe applications to make the
SSH connection and transfer files. Psftp.exe is more interactive and can be executed by
double clicking on it. Type “open plmssh” to make a connection (plmssh comes from the
entry created in putty.exe, this could be any name you chose to enter). Pscp.exe is a
command line tool. This has to be executed from a command prompt (like MS-DOS).
You can use the following to send and receive files:

The first command uploads a single file and the second uploads multiple files to the SSH
site. The third command downloads files from the SSH site. The fileextension could be a
“.txt” or “.zip” for instance and the username is the username given by JVHL for the
account. PLMSSH is the name | gave to the connection created using putty.exe.

Pscp —v filename username@plmssh:
Pscp —v *.fileextension username@plmssh:
Pscp —v username@plmssh: /download/*.* .
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Contacts and Areas of Specialty

IT Director
Rob Ramey
support@jvhl.org
(248) 594-0998 x202
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Change Summary

This section describes the differences between the current guide and previous

guide(s).
Date Version | Description
11/5/2015 2.0 Reformatted the companion guide and also updated contact
information
2/9/2016 2.1 Updated contact information
4/20/2017 2.2 Updated logo
3/26/2018 2.3 Updated logo

Review History

7/14/2011 - RRAMEY
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